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Apstrakt

Internet je danas glavni komunikacioni kanal za sve privatne i poslovnhe komunikacije, a pored njega u
stalnom usponu je i upotreba mobilnih komunikacija. Svi ovi vidovi komunikacija su izloZzeni mnogim
opasnostima, a integritet i tajnost podataka su ugroZeni kako pri prenosu tako i pri skladistenju.
Sigurnost i tajnost komunikacija na Internetu ugroZavaju brojni napadaci, od pojedinacnih hakera pa sve
do najvisih drzavnih institucija.

S jedne strane izvanredno brz razvoj informacionih tehnologija omogucava njihovu sve efikasniju zastitu,
ali s druge strane i nove mogucnosti za prisluskivanje i Spijunazu. ,Visak” raunarskih kapaciteta na
strani napadaCa omogucava im da usmere paznju ne samo na velike i znaCajne, vec prakticno na sve
korisnike interneta ukljuéujuéi i MSP i pojedince. Cak i u situaciiama primene najsavremenije zastite
postoje nacini da se neopaZeno pristupi podacima. Tema postaje znacajnija kada se imaju u vidu
nedavni dogadaji vezani za aferu sa prisluskivanjem internet poruka od strane NSA koje je u ¢asopisu
The Guardian juna 2013 obelodanio Edward Snowden i koji su izazvali burne diskusije na ovu temu koje
su potvrdile da se mnoge (ako ne sve) drzave bave prisluskivanjem telekomunikacionih kanala, a da je
NSA imala ,nesrecu” da bude prva otkrivena. Pored prikupljanja podataka sa elektronske poste,
posebno su interesantni i tokovi novéanih transakcija. Objavljeni tajni podaci o razmerama Spijuniranja
komunikacionih kanala su nakratko poremetili i odnose medu najmocnijim drzavama, ali su doprineli da

ova problematika dode u ZiZzu paZnje i da se kreiraju
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Abstract

Modern communication and modern business are linked to the massive use of the Internet and mobile
communications. However, use of Internet and mobile communications can compromise the integrity
and confidentiality of data during both their transmission and their storage. Attackers can be a single
hacker, but also the highest government institutions.

Remarkably rapid development of IT allows more efficient data protection, but also gives new
opportunities for eavesdropping and spying. "Excess" of computing capacities on the attackers' side
enables them to cover virtually all Internet users, including individuals. Even in situations with the latest
protection there are ways to access data unnoticed. The topic becomes more significant when one
considers the recent events related to an affair with wiretapping of internet posts by the NSA, which
Edward Snowden revealed in The Guardian in June 2013. The publication of these secrets launched a
flood of discussions that have confirmed that many (if not all) countries tapped telecommunication
channels, and that the NSA only had the "misfortune™ to be discovered first. In addition to collecting data
from e-mails, of particular interest are flows of financial transactions. This information has contributed
that this problem came to the focus of attention and that new rules and regulations will be created. This
paper discusses the current state of the Internet business, and in paricular the protection of electronic
mails.
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